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Lattice-Based Cryptography

Based on the approximate shortest vector problem (aSVP)
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Special Compute Hardware

Multicore-CPUs Graphics cards Compute clouds
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Goal

Assessing hardness of aSVP

using special hardware
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Lattices

b1
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Basis matrix B = {b1, ... , bn} with bi ∈ Rd

Lattice: L(B) = {
∑n

i=1 xibi , xi ∈ Z}
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approx. Shortest Vector Problem (aSVP)

b1
b2

Algorithms for aSVP

BKZ [SE94] SSR [Lud05]
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Gram-Schmidt Orthogonalization

b1 = b∗
1

b2

b∗
2 b1 + b2 = ν1b∗

1 + ν2b∗
2
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Random Sampling

v ∈ L , νi ∈ R

v = ν1b∗
1 + ν2b∗

2 + ... + νn−1b∗
n−1 + νnb∗

n

‖v‖2 = ν2
1 ‖b∗

1‖
2 + ν2

2 ‖b∗
2‖

2 + ... + ν2
n−1

∥∥b∗
n−1

∥∥2
+ ν2

n ‖b∗
n‖

2

after LLL / BKZ - reduction:

‖b∗
1‖ ≥ ‖b∗

2‖ ≥ ... ≥ ‖b∗
n‖

Su,B is the set of all vectors v =
∑n

i=1 νib∗
i satisfying

|νi | ≤

{
0.5 for 1 ≤ i < n − u
1 for n − u ≤ i ≤ n
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Function SAMPLE

Sampling Algorithm

SAMPLE [Lud05]
uses bits of a random seed
allows for more control
seed {1, 2, ... , i} , i = 2umax

generate (random) vectors in Su,B

→ SIMD
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Parallel SSR
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GPU-SSR

→ Slide 19
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Sampling Rate n = 180

sampling rate CPU: 160 samples/s

sampling rate GPU: 120,000 samples/s
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Experiments

Setting:

goalnorm: stop if ‖b1‖ ≤ 1.0219n · det(L)1/n (→ BKZ-20)

10 random lattices each dimension

LLL pre-reduction

Improvements:

prepend multiple vectors vi

parallel norm computations

CPU
Intel Core Duo E8400 (3GHz)

GPU
NVIDIA GTX 295

→ Slide 16
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Results - Norm
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Results - Time
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Results - Speedup
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Conclusion

Speedup

GPU-SSR up to 160 times faster than CPU-SSR

Implementation

CPU and GPU version of SSR online:
www.cdc.informatik.tu-darmstadt.de/mitarbeiter/mischnei.html

Future Work
Better search spaces

CPU / GPU clusters
decrease LLL / BKZ time (LLL: 67% in dimension 100)

to 50%?!?
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Finally...

Thank you!
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